NMHOOPMALIMOHHAA NMAMATKA
AnA ObYYAIOLKUXCA

C KaXIpIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJbHUKU OIHH U3
CaMbIX aKTUBHBIX IToib30BaTenedl PyHera. Mexay TeM, NOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30MacHO
HaXOJUTHCS B CETH.

KOMI'Ibl'OTepH blé BUPYCbI

KoMmnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEILHON
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3sMHOXKEHHI0. B ponoiHeHue K 3TOMY,
BUPYCHI MOT'YT ITOBPEAUTDH WX TIOJTHOCTHIO YHUUYTOXXUTH BCe (DAiiIbl U JaHHBIE, IIOJAKOHTPOJIbHEIE
I0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIA 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe OBPEAUTh
WIM JJa)K€ YHUUYTOXKUTh OINEPALIMOHHYIO CUCTEMY €O BceMH (ailinamu B 1ienoM. B OosblimHCTBE
CJIy4aeB pacHpOCTPAHSIOTCS BUPYCHI YEPE3 UHTEPHET.

Mertoasl 3aIlUATHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcnonb3yii COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, UMEIOUINE CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrossHHO ycTaHaBnMBail Mautu (LUUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTaHABJIMBAIOTCS C IEIBIO TOPAOOTKH MPOrpaMMBbl) U Jpyrue OOHOBIICHHS CBOCH OIEpaliOHHOM
cucreMbl. CkaunBail UX TOJNBKO ¢ opurmansHoro caita paspadorunka OC. Ecnu cymectByer
PEXUM aBTOMATUYECKOTO OOHOBIICHHS, BKIIFOUH €T0;

3. Pabotaii Ha cBoeM KOMIIbIOTEpE [10/1 IIPaBaMH I10JIb30BaTeNs, a HE a]MUHUCTpATOpa. JTO
HE [T03BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IPOrPaMM HHCTAJIUPOBATHCS HA TBOEM [IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY 71l TOCTOPOHHUX JIULL;

6. Vcnonp3yil BHEIIHWE HOCUTENU MH(pOpMAIMU, Takue Kak (iemka, AMcK uiu ¢ailn u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEPHBIE (DaiiIbl, MOTyYEHHbIE U3 HEHAIS)KHBIX HCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIA TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIPaBJIslI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 370 He Bu/ Mepeavn JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepnanjackas kommnanus 3apeructpupoBasia Opern "WECA", yto o0o3Hauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoANTCS Kak "OeCpoOBOIHAS TOYHOCTH'".

Jlo Hamiero BpeMeHM Jolula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHojorueil. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1TaHO C HAMEKOM Ha CTaHAApT
BhIclIel 3ByKkoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ha, GecrimaTHBIH MHTEPHET-IOCTYN B Kade, OTeNsAX U a’ponopTax SBJISETCS OTIWYHON
BO3MOXKHOCTBIO BBIXOJIa B UHTEpPHET. HO MHOTHE SKCIepThI CYUTAOT, YTO oOmienoctymnubie Wi-Fi
CETH HE SBIISIOTCSA O€30MacCHBIMHU.

CoeTbl 110 O€30MacHOCTH pabOTHI B 00LIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopMmaiuio yepes odmenoctynusie Wi-Fi cetu. Paboras
B HUX, JKEJIaTeJIbHO HE BBOJUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KAaKUE-TO HOMEpa,

2. Ucnonb3yih © OOHOBISAN aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM caMbIM Tbl
o0e3omacutib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;



3. Ilpu wucnons3oBannmu Wi-Fi otkmioun ¢ynkmuio "OOmmii goctyn Kk daitmam u
npuntepam". JlaHHas (GyHKIUS 3aKpbITa MO YMOJIYAHHIO, OJHAKO HEKOTOpBIE IMOJIb30BATEIU
AKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe min y4eoe;

4. He ucnionb3yit myoanunasiid WI-FI m1s mepenavu TUYHBIX JaHHBIX, HAIIPUMED JJIs1 BBIXOAA
B COI[MAJIbHBIC CETH WU B 3JICKTPOHHYIO I1OUTY;

5. Ucnonb3yii Tosbko 3amuiienHoe coenuHenue yepe3 HTTPS, a ue HTTP, T.e. mpu HaGope
BeO-anpeca BBoau uMeHHO "https://";

6. B mobunsHoM Tenedone otkmoun pynknuio "Tloakmouenue k Wi-Fi aBromatnyecku'.
He nomyckait aBToMaTn4eckoro moAKIIoueHHus ycTpoiicTa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumanbHble ceTu

CoumasnbHble CETH aKTUBHO BXOST B HAIly KM3Hb, MHOTHE JIIOAU pabOTalOT U )KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILIHAp] 4YEJIOBEK, UTO SIBISETCS OJHOMN
CeIbMOW BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO HWH(pOpMAIHS,
pa3MeIeHHas UMU B COIMANIbHBIX CETAX, MOXKET ObITh HalJleHa U MCIOJIb30BaHA KEM YrOJHO, B
TOM YHCJIe HE 00513aTeNBbHO ¢ OJaruMu HaMepEeHHUSIMH.

OcHoBHBIE COBETHI 110 0€30MaCHOCTH B COIIMATBHBIX CETAX:

1. Orpanuyb CIUCOK Apy3eid. Y Te0s B IPY3bAX HE JOJKHO OBITH CTy4YalHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3amumail cBOI0 4acTHYIO XHu3Hb. He ykasbpiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUSI U JAPYTyI0 JTUYHYI0 WH(GOpPMaIWio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE NPOBECTH KAaHUKYJIBI;

3. 3amumiaii CBOIO peryTaIuio - JEP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOIpoc: XOTeN Obl ThI,
YyTOOBI JApYyrue IOJIb30BATENU BHUJEIH, YTO Thl 3arpyxaemib? I[lomymaii, mpexzae 4yem 4TO-TO
OIMyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOJIbMU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PeaIbHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U poYee;

5. W36erait pasmemenus pororpaduii B InTepuere, rae Tl n300paxeH Ha MECTHOCTH, TIO
KOTOPOX MOXKHO OIIPENEIUTh TBOE MECTOINOIIOKECHHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOIMMO HCIIOJIb30BATH CIIOKHBIE MapOJIy,
cocrosuIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. ns comuanbHOM CETH, MOYTHI U JIPYTUX CAUTOB HEOOXOAMMO MCIOJIB30BAaTh Pa3HBIC
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKN MOIy4YaT JOCTYIl TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

ANEeKTPOHHbIEe AeHbIM

DNEeKTPOHHBIE NIEHBI'M - 3TO OYEHb YAOOHBIH CHOCOO MIIaTeXeW, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBbIE JEHBbIW MOSBHIMCH COBCEM HEAABHO M MMEHHO M3-32 3TOr0 BO MHOTHMX
rocy/apcTBax 0 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, IJI€ UX Pa3leisatoT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MPOBOAUTH oOmnepanuu 0e3 uIeHTU(UKAUWK [0Jb30BaTeNsi, a B
HEaHOHMMHBIX MJIeHTH(UKAIMS TOJIB30BATEN ABISETCA 0053aTEIbHOM.

Taxxe crnenyer pa3nuyaTrh SJIEKTPOHHBbIE (HUATHBIE AEHBIU (PaBHBI T'OCYJAPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€301acHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. ITpuBsku K cueTy MOOWIBHBIM TenegoH. ITO caMblif YHOOHBIM M OBICTPBIN crOCOO
BOCCTAHOBUTH JOCTYHn K c4yery. llpuBsizaHHBIA TenedOoH TOMOXKET, €clii 3a0yaemb CBOU
IIJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAaUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonb3yit ogHopaszoBbie naponu. [locne nmepexona Ha yCUJICHHYIO aBTOpU3aLuio TeOe
y’Ke He OyAeT yrpokaTh OaCHOCTh Kpa)ky WJIM TIepexBaTa MJIaTexKHOIo MapoJis;

3. BeiGepu cnoxHbIil aposs. [IpectynaukaM OyaeT HE MPOCTO YraaaTh CIOXKHBIN MapoJib.
HanexHble maponu - 3T0 Mapoju, KOTOPbIE COAEp)KaT HE MEHee 8 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK JoJu1apa, pyHra,
BOCKJIMIIATEIbHBIN 3HAK U T.I. Harpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

ANeKTpOoHHas no4yTa

DNEeKTpOHHAs I0YTa - 3TO TEXHOJIOTUS M IPEJOCTABISEMBIE €10 YCIYIU 10 MEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILICHUM, KOTOpBIE pacHpeieisaioTcs B KOMIBIOTEPHOH CeTH.
O6b1uHO 3JIEKTPOHHBIN IIOYTOBBIN SILAK BBITJISIAT CJIEIYIOLUM oOpazom:
UMs_TIOJIb30BaTeNIA(@HUMs_TOMeHa. Takke Kpome TmepeJayd MpOCTOro TEKCTa, HMEeeTcs
BO3MOYKHOCTb TepeiaBaTh (panibl.

OcHoBHbIE COBETHI 110 0€301acHO paboTe ¢ INMEKTPOHHON OUYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBINA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUIIE TOBEPATHh TE€M, KOTO 3HACIlb U KTO MEPBBIN B
peuTHHre;

2. He yka3piBail B JMYHOHN Mmoure JW4yHyt0 uHpopMmaruio. Hampumep, mydine BbIOpaTh
"My3bIKanbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Mcnonb3yii IBYyX3TalHYI0 aBTOPU3ALIHI0. DTO KOI/1a IOMUMO HapoJis HY>KHO BBOJAUTH KO/,
npucbuIaeMblil mo SMS;

4. BoiOepu cioxHBIA Taponb. s KakIOro IMOYTOBOrO SIIHMKA JOJKEH OBbITh CBOM
HaJICKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTh BO3MOXKHOCTh HANMCATh CaMOMY CBOW JIMYHBIM BOIPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Hcnonb3yll HECKOJNBKO TIOYTOBBIX SIIUMKOB. [lepBbIl AJi1 4YAaCTHOW MEPENUCKH C
azjpecaTamMH, KOTOPBIM Thbl JOBepselIb. DTO 3JIEKTPOHHBIM aJpec HE HaJ0 MCIIOJIb30BaTh NPHU
peructpanuu Ha Gopymax U caTax;

7. He oTkpbIBaii (aitiibl U Ipyrue BIOKEHUS B MUChMaX, 1a)Ke €CJIM OHU MPHIILTA OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JTU OHU Tebe AT (aiiisr;

8. Ilocne okoHuaHus pabOTHI HA TOYTOBOM CEPBUCE MEpe] 3aKPHITUEM BKJIAJIKU C CAaliTOM He
3a0ynpb HaxaTh Ha "Beriitu".

Knb6epOynnuHr unu BupTyanbHoe n3aeBaTenbCTBO

KubepOynnuHr - npeciieoBaHue COOOLICHUSAMH, COJIEPKAIUMHI OCKOPOJIEHUs, arpeccHIo,
3allyTMBAaHUE; XYJIUTAHCTBO; COLUMAIbHOE OOMKOTHPOBAHHME C TIOMOIIbIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pHOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlyummmii crmoco0: mocoBeTOBaThCs Kak ceOst BECTU U, €CITU HET TOTO,
K KOMY MOXHO OOpaTuTbCi, TO BHauaje YCHOKOMThCS. Eciau Tbl HayHeNIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0OJIbIle pa30XiKellb KOH(IUKT;

2. Ypasnsii cBoeil kubeppernyTaluei;

3. AHoHuUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBIICHHTb, KTO CTOHMT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTraHCKUI 00pa3 BUPTYyalbHOM kxu3HU. IHTEepHET hukcupyer Bce TBOU
NENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyIHUTENIbHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHnyHbli HeraTuB. OQHOPA30BbIE OCKOPOUTEIBHBIC COOOIIECHUS JTYYIIIe
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOW CTaIuH;



7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLUATHHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C ONPEIETICHHBIX aJIPECOB;

8. Ecmm Tl cBumerenr kubOepOymauHra. TBOW JEHCTBUS: BBICTYIHTH TPOTHB
IpecieioBaTensl, MOoKa3aTb €My, 4TO €ro JACHCTBUS OLEHUBAKOTCS HEraTHMBHO, IMOJAEPKATh
KEPTBY, KOTOPOI HY)KHA TICUXOJIOTHUECKast [TOMOIIb, COOOIIHUTH B3POCIBIM O (DaKTE arpecCUBHOTO
MIOBEJICHUS B CETH.

Mo6unbHbIN TenedoH

CoBpeMeHHbIe cMapThOHBI M TUTAHIIIETHI COIepKaT B ce0e BIIOJTHE B3POCIbIA (PYyHKITHOHA,
U Telepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KoOMIlbioTepamu. OJIHAKO, CPEACTB
3aIIUTHI JIJIS1 TOJIOOHBIX YCTPOKCTB MTOKA 0OUYeHb Majio. TecTHpOoBaHHUE U MOUCK YS3BUMOCTEH B HUX
MIPOMCXOUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To sxe camoe kacaercs 1 MOOUITBHBIX MTPHIIOKCHUH.

CoBpeMeHHbIE MOOWIJIBHBIC Opay3epbl YK€ MPAaKTUYSCKH JTOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIMOHAJa BJeYeT 3a CO00H OOJBIIYI0 CII0KHOCTh W MEHBIIYIO
3aIUILIEHHOCTD.

Jlaneko He Bce MPOU3BOIUTENIM BBIMYCKAIOT OOHOBJICHMSI, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMNCTB.

OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TesiehoHa:

Huyero He siBnsiercst mo-HactosimieMy OecruiaTHbIM. Byns octopoxeH, Beab korja Tebe
mpeIaraT OeCcIUIaTHRIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKHWEe-TO TUIATHBIC YCIIYTH;

Hymaii, mpexze ueM oTnpaButh SMS, ¢oro uiu Buaeo. Thl TOYHO 3HACIIB, T1I€ OHU OyIyT
B KOHCYHOM HTOTrE?

Heo0xo1uMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yit aHTHBUPYCHBIE TIPOTPAMMBI JJII MOOMITBHBIX Telle()OHOB;

He 3arpyxaii mpuioxeHuss OT HEHM3BECTHOTO HMCTOYHHMKA, BEllb OHM MOTYT COJEp>KaTh
BPEJOHOCHOE MPOrPAaMMHOE 00ECTICUECHHE;

[Tocme Toro kak Thl BBIAAENIb C caiTa, Te BBOAWUI JHMYHYIO HHPOpPMAIHIO, 3aiau B
HACTPOWKHU Opay3epa U ynaiau cookies;

[lepuoanuecku npoBepsiid, KaKue IUIaTHbIE YCIYTH AaKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEPSICIIIb;

Bluetooth momxen ObITH BBIKITIOUEH, KOT/Aa Thl UM HE TOJb3yemibes. He 3a0biBaii mHOTIA
MPOBEPSTH 3TO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBl - O3TO KpacOYyHblE, 3aXBaTBIBAIOLIUE pa3BICUCHMUS,
00BeAMHSIONINE COTHHU THICAY YENIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIH UM MHUP,
0O0IIAI0TCS IPYT € IPYTOM, BBINMOJIHAIOT 33/1aHUS, CPAXKAIOTCS C MOHCTPAMH U MOJIy4aroT OMbIT. 3a
YAOBOJBCTBUC OHU ILIATAT: MOKYIIAOT AWCK, OIIJIAYMBAIOT a0OHEMEHT WIH HpI/IO6peTaIOT KaKue-
TO OIIIUU.

Bce atu cpencTBa uayT Ha oj/iep KaHue U pa3BUTUE UTPHI, a TAK)XKE HA caMy 0€30MacHOCTb:!
COBEpPILEHCTBYIOTCSI CUCTEMbl aBTOPHU3AIMH, BBITYCKAIOTCS HOBBbIE MaTuu (LM(POBBIE 3aIUIaTKU
JUTSL IPOTPAaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO KPaXKH TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOpU3AlMK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI M0 O€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecniu apyroii urpok BeAeT cedst MI0X0 WK co3AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH ero
B CIIMCKE UTPOKOB;

2. Tloxkanyiicst aiMUHUCTPATOPaM UTPbl HA TJI0XOE€ MOBEJAECHHUE 3TOr0 UTPOKA, HKEIATEIHHO
NPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHHOB;



3. He yka3piBaii TMuHYI0 HHPOPMALIMIO B Ipodaiise urpsr,

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIC TTATYH ¥ MOJBL;

6. Mcnonb3yii clokKHbIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. IIoka Tel Wrpaems, TBOU
KOMITIBIOTEP MOTYT 3apa3uTh.

PULINHT Unun KpaXxa NINYHbIX AaHHbIX

OOBbIuHOM Kpakell IeHer U JOKYMEHTOB CErOJHsI Y>K€ HUKOI'O HE yJIUBUIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJOTHI 3JOYMBIIUICHHUKH TEPEMECTHIINCh B HMHTEPHET, M IMPOJODKAIOT
3aHUMATHECA ""MIOOUMBIM" HEJIOM.

Tak mosiBUIIaCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAS LEJb
KOTOPOI'O COCTOUT B IOJYYEHMHM KOH(PHIEHIMAIbHBIX MAHHBIX I0JIb30BaTeNel - JOIMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI O OOPHOE ¢ HPUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl 0Jj03peBaeliib, 4TO TBOSI aHKEeTa Obljia B3JOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTH aAMUHHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonp3yit Ge3omnacHble BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Vcnonp3yii CIIOKHBIE W pa3Hble mapoid. Takum o0Opa3om, eciii TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOIYYaT JOCTYH TOJBKO K OJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B370MaNK, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTODPHIC
no06aBiieHbl y TeOsl B IpY3bsIX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOXHO, OT TBOETO UMEHU OyzAeT
pacchUIaThCsI CIIaM U CCHUIKH Ha (DUIITUHTOBBIE CAHThI;

5. Ycranosu HaznexHbli napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He oTkpbIBail ¢aiinbl u Apyrue BIOKEHHUs B MUCbMaX, JJa)ke €CIIM OHU MPUIILIN OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (haiibl.

LUndposas penytaums

[udposas penyranus - 3T0 HEraTHUBHAs WIM MO3UTHMBHAas HMH(opmauus B cetu o Tede.
Komnpomerupyromas nHpopmanus, pasMelieHHas B MHTEPHETE, MOXET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peasbHON ku3HU. "Lludposas penyranus" - 3To TBOW MUMMIK, KOTOPBIN
dbopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTo KuTeNbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa 1
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHor#e MOIPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K IMyONHMKAalWW JIMYHONH WH(OpMAIUHN B
WuTtepHeTe, He TOHUMasi BO3MOXHBIX MOCNeACTBUH. ThI gaXke He CMOXKEIb J0raaTbCs O TOM, YTO
dororpadus, pasmelieHHas 5 JeT Ha3all, cTaja IPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmenienre TBoux ¢ororpaduii 1 Apyriue AeUCTBUS MOTYT HE UCUE3HYTh
Jake MocJie TOro, Kak Thl UX yJalUIIb. Thl HE 3HaelIb, KTO COXpPaHWII 3Ty HH(OpMalLIKIo, Ionaa
JM OHAa B IOHMCKOBBIE CHCTEMbl M COXPAaHWJIACh JIM OHA, a TJAaBHOE: YTO MOJYMAarOT O Tede
OKpY’KarollMe JIIOJIM, KOTOpble HAWIyT U yBUIAT 3T0. HailTu uHpOpMaIiio MHOTO JIET CITYCTs
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHUEM TPUYUHHUTD Bpe. ITO MOXKET
OBITH KTO YTOJTHO.

OcHOBHBIE COBETHI MO0 3aIIuTe HU(PPOBOI penyTanuu:

1. IMoxymaii, mpexae yeM YTO-TO MyONMKOBaThH W TepeaaBaTh y ceds B Oiore wid B
COIIMAILHOM CETH;



2. B HacTpoiikax mpoduias yCTaHOBU OTPaHUYEHHUS HA MPOCMOTP TBOETO MPOPUIS U €ro
COAEP)KUMOTO, CIeTal €ro TOJbKO "I apy3en";

3. He pa3mMeniaii u He yka3biBail HH()OPMAIIHIO, KOTOPask MOXKET KOT0-TH00 OCKOPOIAThH HITH
00MXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIEe MIKOJIBHUKH - aKTUBHBIE M0JIb30BaTeNM LU(POBOTo mpoctpaHcTBa. OqHAKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH BO3MOXHOCTSIMH LU(GPOBOro Mupa Tpedyer
COOJIIOJIEHMSI ITPAB HAa MHTEJJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEUIEKTyalbHasE COOCTBEHHOCTH" OTHOCHUTCS K pa3jIMYHbIM TBOPEHUSIM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QoTtorpadusiMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMH [TPOU3BEACHUAMHU.

ABTOpCKHE IpaBa - 3TO MpaBa HA MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh HA IPOU3BENICHUS
HaYKH, JIUTEPaTypbl U UCKycCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B Ka4eCTBE FApaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPpyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIMBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTaxX CBOErO TPy/a, NOJYYUTh U3BECTHOCTb U NMPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, IPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MYOJIUYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIOIHSTH B dHpe WK pa3memiat B IHTepHeTe.

Hcnonb3oBanue "MUpaTckoro" MporpaMMHOrO OOECTeYeHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOEIrO YCTPOWCTBA, IJI€
yCTaHOBJIEHA HeJeranbHas nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIE
1 OecruIaTHBIE MPOTPAaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopTane

CereBr4OK.p( - TBOM IMIaBHBIM COBETUUK B CETU. 371€Ch Thl MOXKEIIb Y3HATh 0 0€30MaCHOCTH
B CETU NOHATHBIM W JOCTYIHBIM SI3bIKOM, a IIPM BO3HUKHOBEHUM KPUTHUYECKOW CHUTyalluu
0o0paTUThCS 32 COBETOM. A TakKe NMPUHATh Y4acTHE B KOHKYpCax M CTaTb CaMbIM IIU(PPOBHIM
rpaxaaHUHOM!



